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Cryptocurrency compliance and risks:
A European KYC/AML perspective

Fedor Poskriakov & Christophe Cavin
Lenz & Staehelin

Introduction

The rapid development, increased functionality, and growing adoption of new technologies
and related payment products and services globally continue to pose significant challenges
for regulators and private sector institutions in ensuring that virtual currencies and other
virtual assets (“VAs”) are not misused for money laundering (“ML”) and financing of
terrorism (“FT”) purposes. The underlying reasons for this are numerous and some of
such risks were identified and discussed already in 2013 in the Financial Action Task Force
(“FATF”) NPPS Guidance,' even though the said report did not specifically refer to “virtual
currencies” at the time.

In the last couple of years, a significant number of VAs have emerged and at least some
of them attracted significant investment in payment infrastructures built on the relevant
software protocols. These payment infrastructures and protocols seek to provide a new
method for transmitting value over the internet or through decentralised peer-to-peer
(“P2P”) networks.

As decentralised, convertible cryptography-based VAs and related payment systems are
gaining momentum, regulators and financial institutions (“FIs”) around the world are
recognising that VAs and the underlying consensus protocols (1) likely represent the future
for payment systems, (2) provide an ever-more powerful new tool for criminals, terrorist
financiers and other sanctions-evaders to move and store illicit funds, out of the reach of law
enforcement, and, as a result, (3) create unique new challenges in terms of ML/FT risks.?
Although the global volumes and estimates are relatively low, Chainalysis estimated in 2020
that illicit activity represented 0.34% of cryptocurrency volume, down from 2.1% in 2019.3

Given the trans-jurisdictional (or borderless) nature of the VA phenomenon, major
institutions at the international level have all focused on and issued reports addressing
VAs and the risks associated with them, including ML/FT risks. FATF and the European
Banking Authority (the “EBA”), in particular, have issued recommendations in this
context, concluding that VA exchange platforms allowing the conversion of VAs into fiat
money (and vice versa) are of particular relevance and must be brought within the scope of
the respective national anti-money laundering and counter-financing of terrorism (“AML/
CFT”) frameworks. In October 2018, FATF adopted changes to its Recommendations
to explicitly clarify that they apply to financial activities involving VAs and certain
virtual asset service providers (“VASPs”). In June 2019, FATF adopted an Interpretive
Note to Recommendation 15 to further clarify how FATF requirements should apply in
relation to VAs and VASPs, and issued guidance for a risk-based approach to VAs and
VASPs (the “June 2019 Standards™). The June 2019 Standards detail the full range of
obligations applicable to VASPs as well as to VAs under the FATF Recommendations.
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More recently, FATF released its Draft Updated Guidance for a Risk-Based Approach to
Virtual Assets and Virtual Asset Service Providers (the “Updated Guidance”), which is
an update to the guidance released in 2019. The final Updated Guidance is expected to be
released by November 2021. If adopted by FATF, the Updated Guidance will constitute
recommendations on how to supervise and regulate VAs and VASPs.

Key potential risks

Key definitions and concepts

(a) Definitions
There is no single global definition of the term “crypto- or virtual currency”. In
2012, the European Central Bank (the “ECB”) defined virtual currencies as “a type of
unregulated, digital money, which is issued and usually controlled by its developers, and
used and accepted among the members of a specific virtual community”.* In 2014, the
EBA defined virtual currencies as a “digital representation of value that is neither issued
by a central bank or a public authority, nor necessarily attached to a [fiat currency], but
is accepted by natural or legal persons as a means of payment and can be transferred,
stored or traded electronically”’ In its 2014 report on key definitions of virtual
currencies, FATF first gave the following definition: “/T]he digital representation of
value that can be digitally traded and functions as: (i) a medium of exchange; and/or (ii)
a unit of account; and/or (iii) a store of value, but does not have legal tender status (i.e.,
when tendered to a creditor, is a valid and legal offer of payment) in any jurisdiction. It
is not issued nor guaranteed by any jurisdiction, and fulfils the above functions only by
agreement within the community of users of the virtual currency.”
In order to provide for a common regulatory approach through the fifth Anti-Money
Laundering Directive (“MLD5”, see also “Current legal and regulatory regime,
MLDS5”, below), the EU decided to adopt a definition of virtual currencies deriving
from FATF’s 2014 guidance. According to MLDS5, a virtual currency is defined as
a digital representation of value that is not issued or guaranteed by a central bank or
a public authority, is not necessarily attached to a legally established currency, and
does not possess a legal status of currency or money, but is accepted by natural or
legal persons as a means of exchange, and which can be transferred, stored and traded
electronically. Given the broad nature of this definition, it is likely that, in practice,
most forms of VAs and other transferable cryptographic coins or tokens (as we know
them today) fall within the scope of MLDS.
Finally, FATF updated its Recommendations in October 2018 and introduced the
definition of VAs, now defined as a “digital representation of value that can be
physically traded, or transferred, and can be used for payment or investment purposes”
(but do not include digital representations of fiat currencies, securities and other
financial assets that are already covered elsewhere in the FATF Recommendations).® In
its June 2020 report on stablecoins, as well as in the Updated Guidance, FATF further
concluded that stablecoins could either be classified as VAs or traditional financial
assets under the revised FATF Standards.” In addition, the Updated Guidance states
that entities involved in stablecoin arrangements may have AML/CFT obligations, such
as the central developer or governance body who may establish the rules governing
the stablecoin arrangement, manage the stabilisation function or the integration of the
stablecoin into telecommunication platforms.
For the purposes of this chapter, we will adopt the definitions and conceptual framework
set out in FATF’s updated Recommendations.® In this respect, we will focus on
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decentralised convertible VAs and related payment products and services (“VCPPS”),
to the exclusion of other VA-related securities and/or derivatives products and
services, even though these are also relevant for ML/FT risk assessment, in particular
crowdfunding methods like initial coin offerings (“ICOs”).

(b) KYC and transaction monitoring
Know Your Customer (“KYC”) is the cornerstone of the AML/CFT due diligence
requirements that are generally imposed on FIs whose AML/CFT legislation is aligned
with international standards. KYC requirements are relatively recent, as they were
first implemented in the 1970s in both Swiss and US legislation, before becoming an
internationally recognised concept through the issuance of the FATF Recommendations.
KYC requires that FIs duly identify (and verify) their contracting parties (i.e.,
customers) and the beneficial owners (namely when their contracting parties are not
natural persons) of such assets, as well as their origin. Together with transaction
monitoring, KYC ensures the traceability of assets, including those remaining in the
financial system (i.e., paper trail), and allows the identification of ML/FT indicia.
Although KYC and transaction-monitoring requirements were globally implemented at
a time when VAs did not exist, it appears today, based on the various initiatives both at
the international and national levels, that the application of AML/CFT requirements to
VCPPS remains to be clarified.
One of the challenges is that KYC and other AML/CFT requirements were designed
for a centralised intermediated financial system, in which regulatory requirements and
sanctions can be imposed by each jurisdiction at the level of financial intermediaries
operating on its territory (i.e., acting as “gatekeepers”). By contrast, VCPPS rely on a
set of decentralised cross-border virtual protocols and infrastructure elements, neither
of which has a sufficient degree of control over or access to the underlying value (asset)
and/or information, so that identifying a touchpoint for implementing and enforcing
compliance with AML/CFT requirements is naturally challenging.

Potential AML/CFT risks

It has to be recognised that like any money-transmitting or payment services, VCPPS
have legitimate uses, with prominent venture capital firms investing in VA start-ups and
developing infrastructure platforms. VAs may, for example, facilitate micro-payments,
allowing businesses to monetise very low-cost goods or services sold on the internet. VAs
may also facilitate international remittances and support financial inclusion in other ways,
so that VCPPS may potentially serve the under- and un-banked.

However, most VAs by definition trigger a number of ML/FT risks due to their specific features,
including anonymity (or pseudonymity), traceability and decentralisation. Many of those
risks and uses materialise not on the distributed ledger (“DL”) of the relevant VA, but rather
in the surrounding ecosystem of issuers, exchangers and users. Rapidly evolving technology
and the ease of new cryptocurrency creation are likely to continue to make it difficult for law
enforcement and FIs alike to stay abreast of new criminal uses, so that integrating those in a
solid KYC/client due diligence (“CDD”) framework is a never-ending task.

In addition to potential illicit uses of VCPPS, the use of VAs may facilitate ML by relying

on the same basic mechanisms as those used with fiat currency, with a significant potential

for abuse of unregulated and decentralised borderless networks underpinning VAs. In a

nutshell:

e Placement: VAs offer the ability to open a significant number of anonymous or
pseudonymous wallets, at no or very low cost, something that is a low-risk method of
rapidly placing proceeds of illicit activity.
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* Layering: VAs enable the source of funds to be obfuscated by means of multiple
transfers from wallet to wallet and/or their conversion into different types of VAs
across borders. This allows for an easy layering without significant cost or risk, it
being understood that recent technological developments such as “atomic swaps”
may even further facilitate the misuse of VAs. Incidentally, substantial demand for
unregistered ICOs may allow criminals (assuming they control the ICO) to hijack the
popular crowdfunding mechanism to convert VA proceeds into other VAs and/or fiat
currencies, while adding a seemingly legitimate “front” for the source of funds.

¢ Integration: the use of VAs to acquire goods or services, either directly or through
the conversion of the VAs into fiat currency, is facilitated by the ever-increasing list
of goods and services for which payment in VAs is accepted, as well as the entry into
the VA markets of institutional players both for investment and trading (speculation)
purposes, providing substantial liquidity in the VA markets and thereby potentially
facilitating large-scale integration by abusing unsuspecting institution actors/investors.
Likewise, ICOs with below-average KYC requirements may be abused by criminal
actors who may be able to convert their illicit VA holdings into other tokens through
subscribing to an ICO, and then exiting the investment immediately upon the relevant
coins or tokens becoming listed on any VA exchange.

Naturally, AML/CFT risks are heightened among the unregulated sectors of the
cryptocurrency markets. Given regulatory pressure to reject anonymity and introduce AML
controls wherever cryptocurrency markets interface with the traditional financial services
sector, there are new VAs being created to be more compatible with existing regulations.

However, until such time as novel technological solutions are in place, ML/FT risks are
typically addressed by imposing strict AML/KYC requirements on “gatekeepers” such
as VA exchangers and other FIs. However, according to the Impact Assessment of the
European Commission of July 2016,° depending on the evolution of the network of
acceptance of VAs, there might come a point in time when there will no longer be a need
to convert VAs back into fiat currency if VAs become widely accepted and used. This
presents a critical challenge in itself, insofar as it will reduce the number of “touchpoints”
(i.e., conversion points from VA to fiat, exchangers, etc.) with the traditional intermediated
financial services sector and thereby limit the opportunities for ML/FT risk mitigation
through regulation of defined intermediaries. The updated FATF Recommendations,
however, significantly extended the scope of entities subject to AML/CFT regulation by
ensuring that not only VA activities that intersect with and provide gateways to and from
the traditional regulated financial system (in particular VA exchangers), but also crypto-
to-crypto exchange platforms, ICO issuers, custodial wallets and other related service
providers, are regulated for AML/CFT purposes (see “Current international initiatives,
FATF”, below). As new types of VAs and related services such as decentralised finance
(“DeFi”) emerge, the Updated Guidance further extends the scope of entities subject to
AML/CFT regulation by clarifying the status of stablecoins, decentralised exchanges,
decentralised or distributed applications (“DApps”), VA escrow services, kiosk providers,
but also entities involved with non-fungible tokens, DeFi protocols, P2P platforms as well
as self-hosted wallet providers.

Anonymity/pseudonymity
By definition, decentralised systems are particularly vulnerable to anonymity risks. Indeed,
in contrast to traditional financial services, VA users’ identities are generally unknown,

although in most cases they are only pseudonymous, and there is no regulated intermediary
that may serve as “gatekeeper” for mitigation of ML/FT risks.
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The majority of VAs, such as Bitcoin (“BTC”) or Ether (“ETH”), have anonymity or
pseudonymity by design. The user’s identity is not linked to a certain wallet or transaction.
However, while a user’s identity is not visible on the relevant DL underpinning the VA
infrastructure, information on transactions, such as dates, value and the counterparties’
addresses, are publicly recorded and available to anyone. For the purposes of their
investigation and prosecution work, enforcement authorities are therefore able to track
transactions to a point where the identity may have been linked to an account or address
(e.g., wallet providers or exchange platforms).

Some VAs, such as Dash, Monero or Zcash and other “privacy coins”, go even further,
as they are designed to be completely anonymous: wallet addresses, transactions and
information on transactions are not publicly recorded on the relevant DL and provide for
complete anonymity, preventing the identification of the legal and beneficial owner of
the VAs.

In addition, a number of solutions have emerged that allow a certain enhancement of the
anonymity and seek to limit traceability of transactions on otherwise pseudonymous VA
networks. For instance, mixing services (also known as “tumblers” or “washers”) aggregate
transactions from numerous users and enable the actual paper trail of the transactional
activity to be obscured. However, while the precise trail of individual transactions might be
obscured, the fact that mixing activity has occurred is detectable on the relevant DL.

Traceability

Although the anonymous or pseudonymous design of VAs is an obvious risk of ML/FT, the
public nature of the DL acts as a mitigant by offering a complete transaction trail. The DL is
an immutable, auditable electronic record of transactions whose traceability may, however,
be limited due to user anonymity and anonymising service providers that obfuscate the
transaction chain (see also “Technological solutions?”, below).

The traceability or “trail” risks may not be significant when dealing with a single DL or
VA protocol. However, the situation becomes much more complex when considering
cross-VA exchanges where it may not necessarily be possible to easily trace conversion
transactions from one VA/DL to another, given that such tracing may require access to off-
chain records of intermediaries or exchangers, which may be unregulated, and located in
multiple jurisdictions. Likewise, with the emergence of technological solutions allowing
for so-called “atomic swap”, or atomic cross-chain trading, traceability will become an
even greater challenge. In essence, it will allow users to cross-trade different VAs without
relying on centralised parties or exchanges.

Decentralisation

Most VAs are decentralised, i.e., they are distributed on a P2P basis and there is no need for
validation by a trusted third party that centrally administers the system. As noted by FATF,
law enforcement cannot target one central location or entity (administrator) for investigative
or asset-seizure purposes, and customers and transaction records are typically held by
different parties, in multiple jurisdictions, making it more difficult for law enforcement and
regulators to access them.!

This problem is exacerbated by the rapidly evolving nature of the underlying DL technology
and VCPPS business models. Without proper safeguards in place, transition from a VCPPS
to the fiat financial system may be facilitated by unsuspecting VA exchangers and/or abused
by complicit VCPPS infrastructure providers who deliberately seek out jurisdictions with
weak AML/CFT regimes or deficient implementation of related controls.
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Legal and regulatory challenges

Current legal and regulatory regime

Despite calls for the adoption of global AML standards for VAs, no such uniform rules have
yet emerged. However, we have seen some convergence toward the logical FATF view
that VCPPS should be subject to the same obligations as their non-VA counterparts. In this
respect, the majority of European jurisdictions that have issued rules or guidance on the
matter have typically concluded that the exchange of VA for fiat currency (including the
activity of VA “exchanges”) is or should be subject to AML obligations.

Differences in national regulations include: (1) varying licensing requirements for VA
exchangers and wallet services; (2) treatment of ICOs from an AML regulatory standpoint;
and (3) the extent to which crypto-to-crypto exchange is treated differently from crypto-to-
fiat exchange. In many cases, the regulatory status of these activities is either ambiguous
or case-specific, and partially dependent on new legislation or regulation being adopted.

EU

VAs were first addressed at the EU level when the ECB published its VA report in October
2012. The ECB notably acknowledged that the degree of anonymity afforded by VAs can
present ML/FT risks. The ECB further suggested that regulation “would at least reduce
the incentive for terrorists, criminals and money launderers to make use of these virtual

currency schemes for illegal purposes™."

In July 2014, the EBA issued a formal opinion on VAs, indicating in particular that VAs
present high risks to the financial integrity of the EU, notably due to potential ML/FT risks.
In its January 2019 report,'> however, the EBA noted that VA-related activity in the EU
was regarded as relatively limited and that such activity does not appear to give rise to
implications for financial stability.

MLD5

On July 5, 2016, the European Commission presented a legislative proposal to amend
MLD4. The proposal was part of the Commission’s Action Plan against FT, announced in
February 2016. It also responded to the “Panama Papers™'® revelations of April 2016.

MLDS5 was adopted by the European Parliament in plenary on April 19, 2018 and the
Council of the European Union adopted it on May 14, 2018. It was formally published in
the EU’s Official Journal on June 19,2018 and entered into force on July 9, 2018. Member
States had until January 10, 2020 to amend their national laws to implement MLD5. To
date, most Member States have fully implemented MLDS5, although some of those failed to
transpose MLDS5 completely within the original prescribed deadlines.

Among different objectives, MLDS expressly aims at tackling FT risks linked to VAs. In
this context, VA exchange platforms and custodian wallet providers have been added in the
scope of MLDS. In order to allow competent authorities to monitor suspicious transactions
involving VAs, while preserving the innovative advances offered by such currencies, the
European Commission concluded that it is appropriate to include in the institutions subject
to MLD4 (“obliged entities”) all gatekeepers that control access to VAs, and in particular,
exchange platforms and wallet providers,'* as recommended by FATF in its guidance (see
“Current international initiatives, FATF”, below).
(i) Providers engaged in exchange services
Interestingly, MLD5 extends EU AML requirements to “providers engaged in exchange
services between virtual currencies and fiat currency”. As a result, most crypto-to-fiat
(or fiat-to-crypto) exchanges will be covered by MLDS. However, crypto-to-crypto
exchanges do not seem to be expressly covered by MLDS.
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Notwithstanding this, it is still possible that certain crypto-to-crypto exchanges may
fall within the scope of MLDS if their activities are conducted by “obliged entities”
for other reasons, such as custodian wallet services (see (ii) below). Further, crypto-
to-crypto exchanges could still be regulated at Member State level, depending on how
each Member State incorporates MLDS5’s provisions into its national law, as well as the
FATF Recommendations. Similarly, VA ATMs are not covered under MLDS, but some
Member States have introduced more stringent rules that cover those activities.
(i) Custodian wallet providers

Custodian wallet providers are defined entities that provide services to safeguard
private cryptographic keys on behalf of customers, to hold, store and transfer VAs.
The definition appears to only include wallet providers that maintain control (via a
private cryptographic key) over customers’ wallets and the assets in it, in contrast to
pure software (non-custodial) wallet providers that provide applications or programs
running on users’ hardware (computer, smartphone, tablet, etc.) to access public
information from a DL and access the network (without having access to or control
over the user’s private keys).

Further, the European Commission adopted a digital finance package on September, 24
2020, which includes digital finance and retail payments strategies as well as four concrete
legislative proposals on VAs and digital resilience. Most notably, the Proposal for a
Regulation of the European Parliament and of the Council on Markets in Crypto-assets and
amending Directive (EU) 2019/1937, also known as the MiCA Proposal, which would apply
to all VAs not currently covered under existing financial services legislation, establishes
uniform European rules for issuers of such VAs as well as for crypto-asset service providers
(“CASPs”, which have a wider scope of services than FATF’s VASPs). At this stage,
there is no specific timeline for MiCA’s implementation, but the European Commission’s
expectation is that a comprehensive framework should be put in place by 2024.

Finally, on July 20, 2021, the European Commission presented an ambitious package of
legislative proposals to strengthen the EU’s AML/CFT rules, including a sixth AML/CFT
Directive (“MLD6”), the proposal for the creation of a new EU authority to fight ML, and
the implementation of FATF’s Recommendation 16, otherwise known as the “travel rule”,
for transfers of VAs. Most notably, the proposed reform will extend AML/CFT rules to the
entire crypto sector, by narrowing the “travel rule” gap through a revision of Regulation
2015/847/EU, thereby obliging all CASPs to conduct due diligence on their customers.
The legislative package is to be discussed by the European Parliament and Council, and the
European Commission is hopeful for a speedy legislative process.

Switzerland

The Swiss AML legislation does not provide for a definition of VAs, relying upon FATF’s
definition used in its 2014 report. That being said, since the revision of the Swiss Financial
Market Supervisory Authority (“FINMA”) AML Ordinance in 2015, exchange activities in
relation to VAs, such as money transmitting (i.e., money transmission with a conversion of
VAs between two parties), are clearly subject to AML rules. Before this revision took place,
both FINMA and the Federal Council had already identified,"> on a risk-based approach,
the increased risks associated with VA exchangers and the necessity for them to be subject
to AML requirements. As such, Switzerland was a precursor in the implementation of this
rule, which has now become standard.

In a nutshell, the purchase and sale of convertible VAs on a commercial basis, and the
operation of trading platforms to transfer money or convertible VAs from a platform’s users
to other users, are subject to Swiss AML rules, including the so-called “travel rule”. Before
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commencing operations, a provider of these kinds of services must become a member of a
self-regulatory organisation.

Because convertible VAs can facilitate anonymity and cross-border asset transfers, FINMA
considers trading in it to have heightened ML/FT risks, requiring strict CDD, particularly as
regards client identification, beneficial ownership and source-of-funds analysis.

The key AML/CFT compliance requirement, which represents a challenge to FIs providing
VSPPS because of the very nature of currently existing VAs, is undoubtedly the “travel
rule”. This rule requires that information about the client and the beneficiary be transmitted
with payment orders.'® Although no system currently exists at either a national or an
international level (such as, for example, SWIFT for interbank transfers) for reliably
transferring identification data for payment transactions on a DL, there are practical ways
for FIs to still comply with this requirement; however, they are comparatively onerous and
therefore severely limit the development of VCPPS. Notwithstanding this, there are several
industry initiatives that aim at developing a technical solution to reliable and standardised
implementation of the “travel rule” requirements, such as OpenVASP or interVASP. Once
some of those standards are vetted by AML regulators, it should be expected that more
VCPPS will be offered on the market and that it will become easier to combine the purely
decentralised world of VAs and traditional intermediated financial services.

Managing compliance AML/CFT risks

Although there are developments on the regulatory front in terms of strengthening
requirements applicable to VCPPS providers, there has been little guidance by regulators
to their respective domestic FIs as to how to approach KYC/CDD from an ML/FT risk
assessment perspective when dealing with customers exposed to VA and VCPPS risks,
other than a recommendation to adopt a prudent, risk-based approach.

In practice, as with any new line of business, type of client or financial transaction, the
central AML/CFT compliance questions for FIs will be whether they: (1) understand
the relevant risks; (2) can reasonably manage them; and (3) have the knowledge, tools
and resources to do so on an ongoing basis (including policies, procedures, training
programmes, etc.). FIs that choose to serve the new types of clients in the VA ecosystem
should elaborate and put in place specific policies and procedures to ensure that they are
able to comply with their AML obligations despite the VA context.

The specifics of each set of requirements will depend on the type of business, client type
and jurisdiction, as well as other factors. That being said, the ability of FIs to confirm the
identity, jurisdiction and purpose of each customer, as well as the assessment of the source
of wealth and funds, is essential to the fulfilment of AML/CFT requirements. VCPPS actors
as customers present specific challenges in each of these aspects, so that FIs must ensure
that their policies and procedures allow them to perform these core functions with a degree
of confidence that is at least equal to that which FIs would require for their traditional
financial services.

Given the varying typology of VCPPS service providers, it is virtually impossible to draw
up KYC/CDD standards, procedures and checklists that would be applicable universally.
It is therefore understandable that regulators have not issued blanket guidance in this
space. As the understanding of VCPPS and related AML/CFT risks evolves, it is likely that
international standards and recommendations will emerge, and possibly compliance tools
that will simplify the implementation thereof by FIs. In this respect, FIs, VCPPS providers,
developers, investors, and other actors in the VA space should seek to develop technology-
based solutions that will improve compliance and facilitate the integration of VCPPS with
the existing financial system.
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Possible avenues to address compliance concerns

Current international initiatives

FATF

(2)

(b)

Virtual Currencies — Guidance for a risk-based approach (June 2015 Standards)

In June 2015, FATF issued specific guidance on virtual currencies, focusing on
the points of intersection that provide gateways to the regulated financial system —
Guidance for a Risk-Based Approach: Virtual Currencies (the “Guidance”). This
Guidance derives from previous reports of FATF, namely the June 2014 Virtual
Currencies Report and the FATF NPPS Guidance of June 2013.

In accordance with the cardinal risk-based approach principle, the Guidance provides
for a certain number of clarifications on the application of the FATF Recommendations
to entities involved in VCPPS.

FATF is of the view that domestic entities providing convertible VA exchange services
between VA and fiat currency should be subject to adequate AML/CFT regulation in
their jurisdiction, like any other FI, and be subject to prudential supervision. In this
context, the distinction between centralised and decentralised VAs is a key aspect for
the purposes of the risk assessment to be performed. FATF recommends that entities
involved in convertible and decentralised VCPPS be subject to an enhanced due
diligence process, as such activities are regarded as higher risk due to the inherent
anonymity element and challenges to perform proper identification (i.e., the underlying
protocols on which the major part of the decentralised VCPPS are currently based do
not provide for the participants’ identification and verification) (see also “Anonymity/
pseudonymity”, above).

It is important to note that FATF does not recommend prohibiting VCPPS. On the
contrary, such prohibition could drive such activities underground and lead to a
complete lack of visibility and control over them. As a result, in case of prohibition of
VCPPS, FATF recommends implementing additional mitigation measures, taking also
into account the cross-border element in their activities.

As regards transaction monitoring, FATF is of the view that countries must ensure that
originator and beneficial owner information is always included when convertible VA
exchangers conduct convertible VA transfers in the form of wire transfers. Certain
de minimis thresholds may, however, be implemented in order to exclude lower risk
transactions. Transaction monitoring remains a key risk mitigant in the convertible VA
world, as long as a conversion of VAs occurs.

FATF Recommendations

FATF updated its Recommendations in October 2018 to address the rapidly evolving
risks related to VAs and to clarify how the FATF Recommendations apply in the case of
financial activities involving VAs. The updated Recommendations specifically address
and target VASPs, defined as any natural or legal person who is not covered elsewhere
under the Recommendations, and as a business conducts one or more of the following
activities or operations for or on behalf of another natural or legal person: (i) exchange
between VAs and fiat currencies; (ii) exchange between one or more forms of VAs; (iii)
transfer of VAs; (iv) safekeeping and/or administration of VAs or instruments enabling
control over VAs; and (v) participation in and provision of financial services related to
an issuer’s offer and/or sale of a VA.

These new definitions significantly expand the scope of entities subject to AML/CFT
regulation since the June 2015 Guidance by ensuring that VASPs (not only fiat-to-VA
exchanges but also crypto-to-crypto exchange platforms, ICO issuers, custodial wallets
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(c)

(d)

and other related service providers) are regulated for AML/CFT purposes, as well as
licensed or registered and subject to effective systems for monitoring and ensuring
compliance with the relevant measures called for in the FATF Recommendations.
That being said, the above-mentioned definitions remain somewhat vague, and their
interpretations remain to be determined.

Interpretive Note to Recommendation 15

FATF adopted an Interpretive Note to Recommendation 15 on June 21, 2019, setting
out requirements for effective regulation, supervision and monitoring of VASPs. Under
this note, VASPs should be licensed or registered and be subject to effective regulation
and supervision to ensure that they take the necessary steps to mitigate AML/CFT
risks. To this end, VASPs should (1) be supervised or monitored by a competent
authority (not a self-regulatory body), which should conduct risk-based supervision or
monitoring and have power to impose a range of disciplinary and financial sanctions,
and (2) adopt a number of preventive measures to mitigate ML and FT risks (including,
but not limited to, CDD, record-keeping, suspicious transaction reporting and screening
all transactions for compliance with targeted financial sanctions). In particular, VASPs
should conduct CDD for occasional transactions above a USD/EUR 1,000 threshold.
According to Paragraph 7(b) of the Interpretive Note, VASPs should obtain and
hold required and accurate originator and beneficiary information in relation to VA
transfers, and share this information with beneficiary VASPs and counterparts, as well
as competent authorities (i.e., the “travel rule”). Further, the specific requirements
relating to wire transfers (such as monitoring the availability of information, taking
freezing actions and prohibiting transactions with designated persons and entities) as
set out under Recommendation 16 would apply on the same basis to transfers of VAs.
The Interpretative Note finally highlights the need for international cooperation and
information exchange to prevent and combat ML/FT risks associated with VAs.

While the “travel rule” has been a longstanding requirement for FIs internationally,
the implementation of this requirement for VASPs to collect and transfer customer
information during transactions will undoubtedly present a challenge considering the
very nature of DL technologies. Indeed, whereas Fls rely on established interbank
communication systems (such as SWIFT, TARGET or SIC) to move funds and
share information, no established communication system yet exists for VASPs, and
DL technologies — as they stand — usually only require a recipient address to effect a
transfer, which renders difficult — if not impossible — ownership verification by VASPs
and determination of whether the recipient address is managed by another obliged
VASP or a non-custodial wallet that would fall outside the FATF Recommendations.
Guidance for a Risk-Based Approach to Virtual Assets and Virtual Asset Service
Providers (June 2019 Standards)

In June 2019, FATF published the Guidance for a Risk-Based Approach to Virtual Assets
and Virtual Asset Service Providers, which builds upon FATF’s June 2015 Standards
on the risk-based approach to VAs and VASPs and is intended to help both national
authorities in understanding and developing regulatory and supervisory responses to
VA activities and VASPs, as well as to help VASPs in understanding their AML/CFT
obligations. Under the risk-based approach and in accordance with Paragraph 2 of the
Interpretative Note, countries should identify, assess, and understand the ML/FT risks
in relation to VA financial activities or operations and VASPs and focus their AML/CFT
efforts on potentially higher-risk VAs. Similarly, countries should require VASPs to
identify, assess, and understand the ML/FT risks. Finally, in a report dated June 2020,
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FATF confirmed that the June 2019 Standards also apply to stablecoins, as they are to
be considered either VAs or traditional financial assets depending on their exact nature.
In particular, entities involved in any stablecoins might have AML/CFT obligations,
depending on the activities these entities undertake (i.e., an activity of an FI or that of
a VASP) and the design of the stablecoin (a key element being the extent to which the
stablecoin arrangement is centralised or decentralised). More recently, FATF updated
the June 2019 Standards (the Updated Guidance)."” The Updated Guidance concerns
six main areas, namely (i) expanding the definitions for what constitutes VASPS and
VAs, (i) how FATF Standards apply to stablecoins, (iii) additional guidance about risk
and risk mitigation for P2P transactions, (iv) updated guidance about the licensing and
registration of VASPs, (v) additional guidance about the “travel rule”, and (vi) fostering
information sharing and cooperation between VASP supervisors (i.e., regulators).
In particular, the Updated Guidance was updated to state that the definitions of VA
and VASP are to be interpreted and read “broadly” and that jurisdictions should not
determine whether an entity is a VASP based on the technology it uses or the label that
the entity applies to itself. The Updated Guidance provides an extensive explanation of
the five activities that establish an entity as a VASP, including making it clear that some
actors in the VA sector previously thought not to be VASPs are within the definition of
a VASP. As a result of this now expanded definition of a VASP, the Updated Guidance
states that the owners or operators of DApps are likely VASPs because they conduct
exchanges or transfers on behalf of their customers, “even if other parties play a role
in the service or portions of the process are automated”. In addition, the Updated
Guidance also provides that the following entities may also fall within the definition of
a VASP: (i) VA escrow services; (ii) brokerage services that facilitate the issuance and
trading of VAs; (iii) order-book exchange services; (iv) advanced trading services; (V)
VA exchanges or VA transfer services; and (vi) kiosk providers.
The Updated Guidance also affirms that P2P transactions are not subject to FATF AML/
CFT obligations because FATF generally places obligations “on intermediaries between
individuals and the financial system, rather than on individuals themselves with some
exceptions”. As such, FATF considers that P2P transactions could pose heightened
ML or FT risks, especially if they became more widespread and mainstream, so that
the Updated Guidance offers measures that jurisdictions could undertake, including
measures to increase transparency into P2P transactions, limit the availability of certain
P2P transactions, and enhance communication with the private sector to assess and
understand the risk of P2P transactions.
Finally, FATF observes that the application of the “travel rule” would be expended
insofar as more entities would be considered VASPs under the definitions of VA and
VASP as developed in its Updated Guidance, but that jurisdictions may set up a de
minimis threshold under which AML/CFT obligation would be imposed. Further,
sanctions screening and certain due diligence measures have also been introduced on
VA transactions.
FATF expects to finalise and publish the final Guidance by November 2021.

(e) Implementation monitoring of the June 2019 Standards
FATF completed in early July 2020 a review of the implementation of its June 2019
Standards on VAs and VASPs. FATF found that both the public and private sectors
have generally made progress in implementing the revised FATF Standards. FATF
was advised that 35 out of 54 reporting jurisdictions have implemented the June
2019 Standards, with 32 of these regulating VASPs and three of these prohibiting the
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operation of VASPs, while the other 19 jurisdictions have not yet implemented the
revised Standards into their national law. FATF further noted some progress in the
supervision of VASPs and the implementation of AML/CFT obligations by VASPs
(although generally still nascent). Progress in the development of technological
solutions to enable the implementation of the “travel rule” was noted, although issues
remain to be addressed by the public and private sectors for a practical implementation
of the recommendations.

In its second 12-month review of the implementation of its revised Standards on
VAs and VASPs published on July 5, 2021, FATF found that many jurisdictions have
continued to make progress in implementing the revised FATF Standards: 58 out of 128
jurisdictions advised that they have now implemented the revised FATF Standards, with
52 of these regulating VASPs and six jurisdictions prohibiting the operation of VASPs,
while the other 70 jurisdictions have not yet implemented the revised Standards into
their national law. FATF also noted that only 35 of these 58 jurisdictions that reported
having implemented or prohibiting VASPs were currently operational. FATF further
observed that the gaps in implementation mean that there is not yet a global regime to
prevent the misuse of VAs and VASPs for ML or FT and that the situation allows for
jurisdictional arbitrage.

Considering that the VA sector is fast-moving and technologically dynamic, this second
12-month review report recommends that FATF undertakes the following actions: (i)
focus on the implementation of the current FATF Standards across its global network;
(i1) accelerate the implementation of the “travel rule” by the private sector as a priority,
by legal implementation into domestic legislation; and (iii) monitor the VA and VASP
industry for any material changes or developments that necessitate further revision
or clarification of the FATF Standards considering the fast-changing business and
technological environment of VAs.

Latest discussions and developments
Bank for International Settlements

In its statement on VAs of March 2019, the Bank for International Settlements (the “BIS”)
recalled that VAs have exhibited a high degree of volatility and are considered an immature
asset class given the lack of standardisation and constant evolution. In this respect, the BIS
highlighted the various risks that VAs present for banks, including AML/CFT risks, but
also liquidity, credit, market, operational, legal and reputation risks. Accordingly, the Basel
Committee set out its prudential expectations related to banks’ exposures to VAs and related
services that banks must, at a minimum, adopt (such as conducting comprehensive analyses
of the risks noted above, implementing a clear and robust risk management framework that
is appropriate for the risks of VA exposures and related services). According to BIS Paper
No. 107 dated January 2020, however, no central bank reported any significant or wide
public use of VAs for either domestic or cross-border payments, and the usage of VAs was
considered either minimal or concentrated in niche groups.

Creation of specific Financial Intelligence Units

The creation of specific Financial Intelligence Units (“FIUs”) for VA-related transactions
could be one of the measures to be implemented at national level that would have an
impact at international level. The cooperation between such specific FIUs would improve
investigatory assistance and international cooperation in this respect (as stated in the FATF
Guidance).
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Central bank cryptocurrencies

Based on the various statements and reports on VAs issued by central banks in different
jurisdictions, it appears that central banks agree that VAs such as BTC and ETH are not
meant to replace fiat currency. According to the International Monetary Fund Global
Financial Stability Report dated April 2018, the use of cryptocurrencies as a medium of
exchange has been limited and their high volatility has prevented them from becoming a
reliable unit of account. In this context, VAs do not appear to pose macro-critical financial
stability risks at present, although if widely used, they may raise issues about, inter alia, ML
and investor and consumer protection.

Notwithstanding the above, some 8§0% of central banks (such as Banque de France, Norges
Bank and the Bank of England) are currently following the evolution of the developments
of VAs and central bank cryptocurrencies (“CBCCs”) closely or even contemplating
issuing their own CBCC in order to take advantage of the dematerialisation of the currency
(triggering costs reductions) and to facilitate international transactions by avoiding currency
exchange issues and providing for instantaneous transfers, security and monitoring
capabilities according to BIS Paper No. 107 dated January 2020. In particular, the ECB
published in October 2020 a comprehensive report on the possible issuance of a digital
euro to complement the current offering of cash and wholesale central bank deposits. The
Governing Council of the ECB decided in July 2021 to launch the investigation phase of
such digital euro project.

CBCCs could be viewed as a solution to mitigate ML/FT risks, as the transactions related
thereto would necessarily go through a regulated financial intermediary subject to AML/CFT
regulations. This presupposes a new generation of centralised cryptocurrencies, which will
not have the same level of anonymity and transferability as the current cryptocurrencies. In
this respect, it is worth noting that the BIS indicated in its March 2018 report, Central bank
digital currencies, that the issuance of CBCCs could come, in addition to more efficient and
safer payments and settlement systems, with some benefits from an AML/CFT perspective.
To the extent that CBCCs allow for digital records and traces, it could indeed improve the
application of rules aimed at AML/CFT, as well as reduce costs of compliance. To date, the
Bahamas became the first to launch a general purpose CBCC, known as the Sand Dollar,
and several jurisdictions have announced trials and experiments in this respect, such as
China, India, Switzerland, and France.

In this context, in some part as a reaction to Facebook’s Libra project and also in response to
China’s plans in the field of digital currencies and payments, a growing demand is forming
for some form of programmable digital money that can be integrated into the existing
financial system. Indeed, the potential of technology is self-evident — a national currency
that is fully programmable becomes de facto resilient to ML/FT risks by design and would
discourage non-compliant uses of such currency. However, the various risks and legitimate
privacy concerns need to be addressed before such a means of payment becomes socially
acceptable or desirable.

Technological solutions?

According to certain authors and actors active in the cryptocurrency field, the specific
features of DL technologies and protocols could be used to mitigate the ML/FT risks in
relation to VAs. KYC, beneficial owner and transactional information could be registered
and verified on a dedicated DL, in the form of a global network of unalterable information
(or global data repository) that would be accessible by “gatekeepers” and law enforcement.
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This solution, although very promising at first sight, would raise significant technical and
legal issues. Among the latter, one should mention the legal requirements in terms of data
protection and, as the case may be, banking secrecy. Furthermore, the access to information
and its use by public authorities, such as criminal prosecution authorities, would have to be
strictly regulated in order to avoid any intervention outside the applicable mutual assistance
channels. In this respect, and as one of the main challenges, such a private DL would
need to comply with rules enacted at an international level by the jurisdictions whose Fls
would be involved in such network. It appears, therefore, that there are a certain number
of obstacles as of today to using DL technologies for AML/CFT purposes, especially in the
absence, at this stage, of clear guidance and standards at international level.

As mentioned in the FATF 2015 report on VAs, other technical solutions may be available.
Third-party digital identity systems, as well as new business models, could be developed
to facilitate customer identification/verification, transaction monitoring and other due
diligence requirements. In particular, in FATF’s view, application programming interfaces
that provide customer identification information, or allow FIs to set conditions that must
be satisfied before a VA transaction can be sent to the recipient, could be used to reduce
the ML/FT risks associated with a VCPPS. A certain number of fintech companies have
already started to develop technological AML solutions.

Conclusion

VCPPS continue to gain momentum. As adoption increases and innovation relevant to
AML/CFT compliance becomes embedded in the VCPPS “genetics”, we may witness the
emergence of improved existing VA protocols or entirely new VAs, built on fundamentally
different underlying principles that could include built-in controls, trusted “gatekeepers”,
digital identity interfaces and transaction monitoring.

Unfortunately, for as long as consistent and recognised standards and/or compliance tools
are lacking, many legitimate actors in the VCPPS space will continue to be denied access
to traditional banking services in a number of jurisdictions, and/or be “de-risked” by FIs.
To the extent that international standard-setters, national regulators, FIs and VCPPS service
providers and innovators recognise the opportunities and benefits of VCPPS globally, they
should cooperate to define best practices and open, interoperable standards (as opposed
to proprietary solutions), as well as training programmes for the next generation of VA
“compliance officers”. Indeed, applying existing concepts and approaches tailored to an
intermediated, centralised financial infrastructure simply does not work when transposed to
VA ecosystems, which abide by different rules and principles by design.
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