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LAW AND THE REGULATORY AUTHORITY

Legislative framework
Summarise the legislative framework for the protection of personal 
information ?PIWj Does your )urisdiction have a dedicated data protection 
law, Is the data protection law in your )urisdiction based on any 
international instruments or laws of other )urisdictions on privacy or data 
protection,

On 1 September 2023, the substantially revised Federal Data Protection Act (DPA), together 
with the revised Ordinance to the DPA (DPO),  entered into force,  which governs the 
processing of what in Switzerland is called ‘personal data’ (PI) by private parties or 
federal bodies. The revision rejects technological advancements and aligns Swiss data 
protection laws with international data protection standards. Processing of PI by cantonal 
and municipal authorities (cantons are the Swiss states) is sub:ect to state legislation, which 
will not be discussed here.

Additionally, several other federal laws contain provisions on data protection, especially laws 
that apply in regulated industries (eg, •nancial markets and telecommunications), which 
further address the collection and processing of PI;

H the Swiss Code of Obligations sets forth restrictions on the processing of employee 
data, and Ordinance 3 to the Federal Employment Act limits the use of surveillance 
and control systems by the employerq

H the Telecommunications Act regulates the use of cookiesq

H the Federal Unfair Competition Act regulates unsolicited mass advertising through 
electronic communications such as email and text messagesq

H statutory secrecy obligations, such as banking secrecy (outlined in the Federal 
Banking Act  (the Banking Act)),  •nancial  institutions secrecy (outlined in  the 
Federal Act on Financial Institutions (the Financial Institutions Act)), •nancial market 
infrastructure secrecy (outlined in the Federal Act on Financial Market Infrastructures 
and Market Conduct in Secur
ities  and  Derivatives  Trading  (the  Financial  Market  Infrastructure  Act))  and 
telecommunications secrecy (outlined in the Telecommunications Act) apply in 
addition to the DPAq

H in the •nancial industry, the Banking Act, the Financial Institutions Act, the Financial 
Market Infrastructure Act and the Federal Act on Combating Money Laundering and 
Terrorist Financing stipulate speci•c duties to retain and disclose informationq

H in the telecommunications industry, the Federal Act on the Surveillance of Post and 
Telecommunications stipulates speci•c duties to retain and disclose informationq and

H the Federal Act on Research involving 8uman Beings (and the corresponding 
ordinance), the Federal Act on 8uman Genetic Testing (and the corresponding 
ordinance), the Federal Act on Electronic Patient Records (and the corresponding 
ordinance),  the Federal  Act  on  Medicinal  Products  and  Medical  Devices,  the 
Federal Act on Controlling Communicable 8uman Diseases and the Federal Act on 
Registration of Cancer Diseases set out speci•c reJuirements for the processing of 
health-related data.
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Switzerland is a signatory to certain international treaties regarding data protection, such as 
the European Convention on 8uman Rights and Fundamental Freedoms and the Council of 
Europe Convention for the Protection of Individuals with regard to Automatic Processing 
of Personal Data of 29 /anuary 1791 (Convention 109) and its additional protocol of 9 
November 2001.

Although Switzerland is not a member of the European Union (EU) and, hence, is not directly 
sub:ect to EU Regulation (EU) 201646'7 (the General Data Protection Regulationq GDPR), 
it has been oVcially recognised by the European Commission as providing an adeJuate 
level of protection for data transfers from the EU. This adeJuacy decision, initially adopted 
in 2000, was reaVrmed by the European Commission on 15 /anuary 202W, con•rming 
that Switzerland’s revised data protection legislation continues to meet the adeJuacy 
reJuirements set out under the GDPR.

Law stated - 1 April 2025

Data protection authority
’hich authority is responsible for overseeing the data protection law, 
’hat is the extent of its investigative powers,

The Federal Data Protection and Information Commissioner (FDPIC) is the federal data 
protection authority in Switzerland. Also, cantons are competent to establish their own data 
protection authorities for the supervision of data processing by cantonal and municipal 
bodies.

The FDPIC has the power to initiate, ex oVcio or upon noti•cation, an investigation if there 
are suVcient indications that speci•c data processing activities could violate data protection 
rules (unless such violation is of minor signi•cance), and should such investigation reveal a 
violation, render binding administrative measures, including that;

H processing is fully or partially ad:usted, suspended or terminatedq

H PI is fully or partially deleted or destroyedq and

H in certain cases, disclosure abroad is deferred or prohibited.

In contrast to most other European data protection authorities, the FDPIC cannot impose any 
(administrative) •nes.

Law stated - 1 April 2025

Cooperation with other data protection authorities
Are there legal obligations on the data protection authority to cooperate 
with other data protection authoritiesq or is there a mechanism to resolve 
different approaches,

The DPA contains speci•c provisions regarding the FDPIC–s cooperation with domestic and 
foreign data protection authorities.
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Federal and cantonal authorities must provide the FDPIC with the information and PI reJuired 
for the performance of their statutory duties. The FDPIC discloses information and PI 
reJuired for the performance of the statutory duties of;

H Swiss authorities responsible for data protectionq

H competent criminal prosecution authorities, in certain instancesq or

H federal  authorities  as  well  as  cantonal  and  communal  police  forces  for  the 
enforcement of certain data protection-related measures.

Further, the FDPIC may exchange information and PI with foreign competent data protection 
authorities for the performance of their respective statutory data protection duties, if;

H reciprocity of administrative assistance is ensuredq

H information and PI are only used for the data protection-related proceedings forming 
the basis of the reJuest for administrative assistanceq

H the receiving authority undertakes to keep professional, business and manufacturing 
secrets con•dentialq

H information and PI are only disclosed to third parties with the transmitting authority’s 
prior approvalq and

H the receiving authority undertakes to adhere to the conditions and restrictions 
imposed by the transmitting authority.

Law stated - 1 April 2025

Breaches of data protection law
Can breaches of data protection law lead to administrative sanctions or 
ordersq or criminal penalties, How would such breaches be handled,

Ziolations of the data protection principles and failure to notify data breaches, conduct a data 
protection impact assessment or maintain a record of processing activities, among others, 
are generally not criminally sanctioned. 8owever, private parties are criminally liable to a •ne 
of up to 250,000 Swiss francs if they wilfully;

H violate information duties (including the duty to inform on automated individual 
decision-making) and access rights by providing false or incomplete informationq

H fail to inform the data sub:ect in accordance with the information duties (including the 
duty to inform on automated individual decision-making) or to provide the reJuired 
information in accordance with the information dutiesq

H violate the duty to cooperate by providing false information to or refusing to cooperate 
with the FDPIC in the course of an investigationq

H disclose PI to a :urisdiction not providing for adeJuate data protection legislation 
without reliance on any of the statutory safeguards or exemptionsq

H engage a processor in violation of statutory or contractual secrecy obligations or the 
statutory reJuirements as to the scope of processing or data securityq

H fail to comply with the minimum data security reJuirements set out in the DPOq or
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H disclose secret PI of which they have become aware in the performance of their 
profession, which reJuires knowledge of such data, or in the performance of their 
work for (or training at) a person sub:ect to such secrecy.

The •ne is generally imposed on the individual responsible for data processing within a 
company (not on the legal entity acting as controller or processor), as the sanctions are 
criminal in nature and not administrative (as under the GDPR). This also means that only 
cantonal law enforcement authorities (rather than the FDPIC) are competent to prosecute 
such violations. If a •ne of no more than 50,000 Swiss francs is envisaged and if the 
investigation of the individual culprits would reJuire disproportionate investigative measures, 
the authorities may refrain from prosecuting the individual and order the company to pay the 
•ne.

Law stated - 1 April 2025

Judicial review of data protection authority orders
Can PI owners appeal to the courts against orders of the data protection 
authority,

The FDPIC may, following an investigation revealing a violation of data protection rules, 
render binding administrative measures (ie, decisions or orders). The FDPIC’s investigative 
proceedings and subseJuent decisions or orders are governed by the Federal Act on 
Administrative Procedure.  Only  the federal  body or  private party  against  whom the 
investigations were initiated (but not the data sub:ects concerned) is a party to such 
proceedings. 8owever, the FDPIC (and the federal body or private party) may appeal against 
the Federal Administrative Court’s appeal decision to the Federal Supreme Court for a •nal 
ruling.

Law stated - 1 April 2025

SCOPE

Exempt sectors and institutions
Does the data protection law cover all sectors and types of organisation 
or are some areas of activity outside its scope,

The Federal Data Protection Act (DPA) does not apply to;

H PI processed by an individual exclusively for personal useq

H PI processed by the Federal Parliament and parliamentary committees in connection 
with their deliberationsq

H PI processed by institutional bene•ciaries under the 8ost State Act, which en:oy 
immunity in Switzerland (eg, the International Committee of the Red Cross)q

H court proceedings and proceedings governed by federal procedural laws, except for 
administrative proceedings of •rst instanceq

H
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public registers based on private law, in particular, the access to these registers 
and the data sub:ect–s rights, which are governed by the special provisions of the 
applicable federal law, unless such special provisions do not contain any rules related 
theretoq and

H PI processed by cantonal and communal bodies (regulated at the cantonal level).

Law stated - 1 April 2025

Interception of communications and surveillance laws
Does the data protection law cover interception of communicationsq 
electronic marketing or monitoring and surveillance of individuals,

The DPA does not cover the interception of communications, electronic marketing or 
monitoring and surveillance. These issues are dealt with in the following laws;

H the Telecommunications Actq

H the Federal Act on the Surveillance of Post and Telecommunicationsq

H the Federal Act on the Intelligence Serviceq

H the Federal Unfair Competition Actq

H the Swiss Code of Obligationsq

H Ordinance 3 to the Federal Employment Act regarding employee monitoringq and

H the Federal Act on the General Part of Social Security Law regarding surveillance of 
social-security bene•t claimants.

Law stated - 1 April 2025

Other laws
Are there any further laws or regulations that provide speciRc data 
protection rules for related areas,

Additional regulations concerning PI protection can be found in the following laws;

H the Federal Constitution of the Swiss Confederationq

H the Swiss Civil Codeq

H the Federal Act on Consumer Creditsq

H Ordinance 3 to the Federal Employment Act (regarding employee monitoring)q

H various laws, ordinances and other rules concerning data processing in the •nancial 
industryq and

H various laws and ordinances concerning the processing of health data.

Further regulations may apply depending on the given sub:ect matter.

Law stated - 1 April 2025
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PI formats
’hat categories and types of PI are covered by the law,

The DPA and the revised Ordinance to the DPA (DPO) apply to any data relating to an identi•ed 
or identi•able individual, irrespective of its form. A person is identi•able if a third party having 
access to the data on the person can identify such person with reasonable effort.

Law stated - 1 April 2025

Extraterritoriality
Is the reach of the law limited to PI owners and processors physically 
established or operating in your )urisdictionq or does the law have 
extraterritorial effect,

The DPA applies to facts that have an effect in Switzerland, even if they occur outside 
Switzerland (impact principle).

Kith regard to civil law claims, the Federal Act on Private International Law (PILA) applies. 
Pursuant to the PILA, if a Swiss court decides on a violation of privacy by the media or other 
means of public information (eg, the internet), the DPA may also apply (even if the violating 
PI processing occurred outside Switzerland) if the data sub:ect whose privacy was violated 
chooses Swiss law to be applied. Swiss law may be chosen as the applicable law if;

H the data sub:ect has their usual place of residence in Switzerland (provided the 
violator should have expected the results of the violation to occur in Switzerland)q

H the privacy violator has a business establishment or usual place of residence in 
Switzerlandq or

H the result of the violation of privacy occurs in Switzerland (provided the violator should 
have expected the results of the violation to occur in Switzerland).

In addition, any provisions on the territorial scope of the Swiss Criminal Code remain 
reserved.

Finally, under the DPA, controllers with domicile (or residence) abroad must designate a 
representative in Switzerland if they process PI of persons in Switzerland and such data 
processing;

H is related to the offering of goods or services or to the monitoring of their behaviourq

H is extensiveq

H occurs regularlyq and

H involves a high risk to the personality of the data sub:ects.

Law stated - 1 April 2025

Covered uses of PI
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Is all processing or use of PI covered, Is a distinction made between those 
who control or own PI and those who provide PI processing services to 
owners, Do owners‘q controllers‘ and processors‘ duties differ,

The DPA applies to any processing of PI. ‘Processing’ is de•ned in the DPA as any operation 
with PI irrespective of the means applied and the procedure. In particular, processing 
includes the collection, recording, storage, use, revision, disclosure, archiving, deletion or 
destruction of PI.

The DPA distinguishes between the roles of ‘controllers’ and ‘processors’ and attributes 
duties and responsibilities to each of them separately. The term –controller– refers to private 
parties or federal bodies that, alone or :ointly with others, decide on the purpose and means 
of the processing of PI. Processors are private parties or federal bodies that process PI on 
behalf of the controller.

Law stated - 1 April 2025

LEGITIMATE PROCESSING OF PI

Legitimate processing – grounds
Does the law re9uire that the processing of PI be legitimised on speciRc 
groundsq for example to meet the owner‘s legal obligations or if the 
individual has provided consent,

PI must always be processed lawfully (this includes its holding). In contrast to the GDPR, the 
processing of PI by private parties in compliance with the general data processing principles 
set out in the Federal Data Protection Act (DPA) is generally permitted (only federal bodies 
reJuire a legal basis for processing). A :usti•cation is only reJuired if PI is processed contrary 
to the general data processing principles. Therefore, the processing of PI by private parties 
is lawful if it is either processed in compliance with the general data processing principles or 
non-compliance with these general principles is :usti•ed. The disclosure of PI to third parties 
is generally lawful under the same conditions. The principles set out in the DPA are as follows;

H PI must be processed lawfullyq

H the processing must be carried out in good faith and must be proportionateq

H PI may only be collected for a speci•c purpose that is evident to the data sub:ect and 
such collected PI may only be processed in a manner that is compatible with the 
original purposeq

H PI must be destroyed or anonymised as soon as it is no longer reJuired for the 
purpose of the processingq

H anyone who processes PI must ensure it is accurate and take all  appropriate 
measures to correct, delete or destroy data that is incorrect or incomplete with regard 
to the purpose of collection or processingq

H if the consent of the data sub:ect is reJuired, such consent is only valid if given 
voluntarily for one or more speci•c processing instance(s) based on appropriate 
information. Consent must be explicit for the processing of sensitive PI, high-risk 
pro•ling by a private person or pro•ling by a federal bodyq
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H controllers  and  processors  must  ensure,  through  suitable  technical  and 
organisational measures, a level of data security appropriate to the risksq

H PI must not be processed against the explicit will of the data sub:ectq and

H sensitive PI must not be disclosed to any third parties.

Non-compliance with these principles may be :usti•ed by;

H the data sub:ect’s consent (given voluntarily and after appropriate information)q

H the law (eg, the duty to disclose information as reJuired under •nancial market laws)q 
or

H an overriding private or public interest.

According to the DPA, the overriding interest of the controller or processor can, in particular, 
be considered if they;

H process PI directly related to the conclusion or the performance of a contract and the 
PI is that of the contractual partyq

H process  PI  about  competitors  without  disclosing  it  to  third  parties,  whereby 
disclosures between group companies are exemptedq

H process PI to verify the creditworthiness of the data sub:ect, who is at least 19 years of 
age, provided that such data is not older than 10 years, only disclosed to third parties if 
it is reJuired for the conclusion or the performance of a contract with the data sub:ect 
and neither constitutes sensitive PI nor leads to high-risk pro•lingq

H process PI on a professional basis exclusively for publication in the edited section of 
a periodically published medium or the PI serves exclusively as a personal working 
tool and is not publishedq

H process PI for purposes not relating to a speci•c person, in particular, for research, 
planning and statistics, provided that the PI is anonymised as soon as the purpose 
of the processing allows for it  (or,  if  anonymisation is impossible or reJuires 
disproportionate effort, appropriate measures prevent identi•cation of the data 
sub:ect), sensitive PI is disclosed to third parties in such a manner that the data 
sub:ect may not be identi•ed (or, if this is not possible, it is ensured that third parties 
only process such data for purposes unrelated to the data sub:ect–s person), and the 
results are published in such a manner that the data sub:ect may not be identi•edq or

H collect PI on a person of public interest, provided the data relates to the public 
activities of that person.

Law stated - 1 April 2025

Legitimate processing – types of PI
Does the law impose more stringent rules for processing speciRc 
categories and types of PI,
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In addition to ‘normal’ PI, the DPA sets forth ‘sensitive PI’ as a special category of PI 
and ‘high-risk pro•ling’ as a processing activity, which are sub:ect to stricter processing 
conditions. Sensitive PI is data on;

H religious, ideological, political or trade union-related views or activitiesq

H health, the intimate sphere or aVliation to a race or ethnicityq

H genetic dataq

H biometric data which uneJuivocally identi•es a natural personq

H social security measuresq or

H administrative or criminal proceedings and sanctions.

8igh-risk pro•ling refers to any form of automated PI processing to use such data to assess 
certain personal aspects relating to an individual that poses a high risk to the personality 
or fundamental rights of the individual, as it pairs data that enables an assessment of the 
essential aspects of the personality of such individual.

Certain restrictions apply to the processing of sensitive PI and high-risk pro•ling by private 
parties in addition to the general principles;

H the reasons that serve as :usti•cation to process such data in violation of the general 
principles are more limited (eg, consent may only be given explicitly, not implicitly)q

H controllers and processors must keep logs (for a minimum retention period of one 
year) and draw up regulations when carrying out high-risk pro•ling or processing 
sensitive PI on a large scale by automated meansq and

H additional reJuirements depending on the speci•c case (eg, extensive processing of 
sensitive PI is determined to be likely to lead to a high risk to an individual–s personality 
or fundamental rights and, thus, reJuires the performance of a data protection impact 
assessment).

Further, disclosure of sensitive PI to third parties, even if in compliance with the general 
processing principles, reJuires :usti•cation.

Additional restrictions on the processing of sensitive PI and pro•ling apply to federal bodies.

Finally, there are more stringent rules in certain sub:ect matters, such as employment law, 
health, telecommunications, •nance and the like.

Law stated - 1 April 2025

DATA HANDLING RESPONSIBILITIES OF OWNERS OF PI

Transparency
Does the law re9uire owners of PI to provide information to individuals 
about how they process PI, ’hat must the notice contain and when must 
it be provided,

Under the Federal Data Protection Act (DPA), the controller is reJuired to appropriately 
inform the data sub:ects of the collection of PI, including if such data is collected from 
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third parties. The controller must provide data sub:ects, at the time of the collection, with 
any information that is necessary to exercise their rights under the DPA and ensure the 
transparent processing of PI. At a minimum, data sub:ects must be informed about;

H the identity and contact information of the controllerq

H the contact information of the data protection adviser, if anyq

H the identity and contact information of the Swiss representative, if anyq

H the purpose of the processingq

H the identity of recipients (or the categories of recipients) in the case of disclosure to 
third partiesq

H the :urisdiction where the data is transferred to and safeguards implemented or 
exemptions relied on, as applicable, in the case of cross-border disclosure (although 
mostly in line with the GDPR, the DPA also reJuires disclosure of every single 
:urisdiction where PI is being transferred to, irrespective of whether such destination 
:urisdiction provides for adeJuate data protection legislation)q and

H automated individual decisions, if any.

The information does not have to be provided in a speci•c form. For evidentiary purposes, 
however, the information should be provided in writing or another recordable form.

Law stated - 1 April 2025

Exemptions from transparency obligations
’hen is notice not re9uired,

There are certain exceptions to this duty to inform, in which no or only limited information is 
reJuired, in particular, if;

H the data sub:ect already has the informationq

H processing is reJuired by lawq

H the controller is a private person bound by a statutory secrecy obligationq

H the controller can rely on certain media privilegesq

H informing the data sub:ect is not possible or would reJuire a disproportionate effort 
in case of indirect collection of PI (ie, the PI has not been obtained directly from the 
data sub:ect)q

H the information defeats the purpose of the processingq or

H providing the information would result in the violation of overriding interests of third 
parties or the controller’s overriding private interests :ustify not informing the data 
sub:ect (in the latter case, this exception only applies if the PI is not disclosed to third 
parties, whereby disclosures between group companies are exempted).

In addition, no information on automated individual decisions must be provided to a data 
sub:ect if;

H
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such a decision is directly related to the conclusion or the performance of a contract 
between the controller and the data sub:ect, and the data sub:ect–s reJuest is grantedq 
or

H the data sub:ect has explicitly consented to the decision being automated.

Law stated - 1 April 2025

Data accuracy
Does the law impose standards in relation to the 9ualityq currency and 
accuracy of PI,

Anyone who processes PI must ensure that it is accurate and take all appropriate measures 
to ensure that PI, which, given the purpose of its collection or processing, is or has become 
incorrect or incomplete, is either corrected, deleted or destroyed.

Law stated - 1 April 2025

Data minimisation
Does the law restrict the types or volume of PI that may be collected,

Other than the general principles that the processing of PI must be proportionate and that 
PI must be destroyed or anonymised as soon as it is no longer reJuired for the purpose of 
the processing, there are generally no speci•c rules on the types or volume of PI that may be 
collected (at least as regards private parties — special rules apply to federal bodies as regards 
the collection of sensitive PI and pro•ling). 8owever, processing of sensitive PI or high-risk 
pro•ling may be sub:ect to certain additional reJuirements depending on the speci•c case 
(eg, to rely on consent as :usti•cation, such consent may only be given explicitlyq controllers 
and processors must keep logs and draw up regulations when carrying out high-risk pro•ling 
or processing sensitive PI on a large-scale by automated meansq extensive processing of 
sensitive PI is determined to be likely to reJuire the performance of a data protection impact 
assessmentq and disclosure of sensitive PI, even if in compliance with the general principles, 
reJuires :usti•cation). Accordingly, the permitted types and volume of PI must be assessed 
on a case-by-case basis.

Law stated - 1 April 2025

Data retention
Does the law restrict the amount of PI that may be held or the length of 
time for which PI may be held,

Other than the general principles that the processing of PI must be proportionate and that 
PI must be destroyed or anonymised as soon as it is no longer reJuired for the purpose of 
the processing, there are no speci•c rules on the amount or length of time of holding PI. 
Accordingly, the permitted amount and length of time of holding PI must be assessed on 
a case-by-case basis. As Swiss law generally foresees a statute of limitations of 10 years 
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and also the limited data retention obligations are customarily 10 years under Swiss law, as 
applicable, retention of PI beyond 10 years would, in many cases, not be proportionate.

Law stated - 1 April 2025

Purpose limitation
Are there any restrictions on the purposes for which PI can be used by 
owners, If there are purpose limitations built into the lawq how do they 
apply,

According to the DPA, PI may only be collected for a speci•c purpose that is evident to the 
data sub:ect and such PI may only be processed in a manner that is compatible with this 
purpose.

Use of PI for purposes other than those stated or apparent at the time of collection or 
provided for by law constitutes a breach of a general principle of the DPA, which is only 
permissible in the case of appropriate :usti•cation.

Law stated - 1 April 2025

Automated decision-making
Does the law restrict the use of PI for making automated decisions 
without human intervention that affect individualsq including proRling,

Under the DPA, the data sub:ect must be informed about automated individual decisions 
(ie, any decisions solely based on automated data processing and having legal effects 
or signi•cantly affecting them), whereby the affected individual may generally reJuest to 
express their point of view and have the decision reviewed by a natural person. The foregoing 
does not apply if;

H the automated individual decision is directly related to the conclusion or performance 
of a contract between the controller and the data sub:ect, and the data sub:ect–s 
reJuest is grantedq or

H the data sub:ect has explicitly (and voluntarily based on appropriate information) 
consented to the decision being automated.

Law stated - 1 April 2025

SECURITY 

Security obligations
’hat security obligations are imposed on PI owners and service providers 
that process PI on their behalf,

Under the Federal Data Protection Act (DPA), controllers and processors must ensure 
through suitable technical and organisational measures (TOM) a level of data security 
appropriate to the risks. Such TOM must enable breaches of data security (ie, security 
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breaches leading to unintentional or unlawful losses, deletions, destructions or modi•cations 
of PI or disclosure or accessibility of PI to unauthorised persons) to be avoided and are 
further speci•ed in the revised Ordinance to the DPA (DPO).

According to the DPO, controllers and processors must;

H determine the extent to which PI must be protected, which must be assessed 
according to the nature of PI being processed and the purpose, nature, extent and 
circumstances of the processingq and

H implement suitable TOM appropriate to the risk (for the data sub:ect–s personality 
or fundamental rights), which must be assessed according to the causes of the 
risk, main threats, measures taken or planned to reduce the risk, and probability and 
seriousness of a data security breach despite the measures taken or planned.

Khen determining the TOM, the state-of-the-art and implementation costs must also be 
considered. The extent to which PI must be protected, the risk as well as the TOM as such, 
must be reviewed throughout the period of processing and the TOM must be adapted, as 
necessary.

Also, under the DPO, controllers and processors must adopt the TOM to ensure, depending 
on the extent of protection reJuired, that the data being processed are;

H only accessible to authorised persons (con•dentiality)q

H available when they are reJuired (availability)q

H not altered without authorisation or unintentionally (integrity)q and

H processed in a traceable manner (traceability).

Each of the above is further detailed in the DPO.

Law stated - 1 April 2025

NotiKcation of data breach
Does the law include ?general or sector-speciRcW obligations to notify 
the supervisory authority or individuals of data breaches, If breach 
notiRcation is not re9uired by lawq is it recommended by the supervisory 
authority,

The DPA sets forth data breach noti•cation obligations and de•nes a –data breach– as a 
breach of security that results in PI being inadvertently or unlawfully lost, deleted, destroyed, 
altered, or disclosed or made accessible to unauthorised persons.

According to article 2W DPA, data breaches that are likely to lead to a high risk to the 
personality or fundamental rights of the individual concerned must be noti•ed by the 
controller to the Federal Data Protection and Information Commissioner (FDPIC) as Juickly 
as possible (a processor, in turn, is reJuired to inform the controller as Juickly as possible). 
Contrary to the GDPR (where data breaches must — where feasible — be noti•ed to the 
supervisory authority within '2 hours unless the breach is unlikely to result in a risk to the 
individual’s rights and freedoms), the DPA does not provide for a •rm deadline.
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According to the DPO, the noti•cation to the FDPIC by the controller must contain the 
following information;

H the nature of the breachq

H if possible, the time and duration as well as the categories and approximate numbers 
of PI and data sub:ects concernedq

H the conseJuences, including risks, for data sub:ectsq

H the  measures  taken  or  envisaged  to  rectify  the  breach  and  mitigate  the 
conseJuences, including risksq and

H the name and contact details of the point of contact.

Khere necessary for the protection of the data sub:ect or if reJuested by the FDPIC, the 
controller must also notify the affected data sub:ect. Under certain conditions set out in 
the DPA (eg, statutory secrecy obligations), such noti•cation may be limited, deferred or 
dispensed with.

In addition, controllers are reJuired to document data breaches, including a description of 
the facts and effects of the data breach as well as the measures taken, and store such 
documentation for at least two years from the date of noti•cation to the FDPIC.

Finally, special rules may apply in regulated markets (eg, a duty to notify the Swiss Financial 
Market Supervisory Authority FINMA of data breaches suffered by supervised entities or 
individuals).

On ' February 2025, the FDPIC issued its non-binding guidelines on the noti•cation of data 
security breaches and the informatio
n duties towards data sub:ects pursuant to article 2W of the DPA. To facilitate compliance, 
the FDPIC offers data controllers a secure online reporting form for the digital submission 
of data breach noti•cations. The FDPIC also accepts voluntary reports in the case of lower 
risksq however, these cannot yet be submitted through the online form. Khile a failure to 
comply with the noti•cation obligation is generally not sub:ect to sanctions, a breach of a 
formal order issued by the FDPIC may be punishable under applicable law.

Law stated - 1 April 2025

INTERNAL CONTROLS

Accountability
Are owners or processors of PI re9uired to implement internal controls 
to ensure that they are responsible and accountable for the PI that they 
collect and useq and to demonstrate compliance with the law,

The Federal Data Protection Act (DPA) does not provide for any such explicit obligations to 
implement internal controls to ensure responsibility and accountability or to demonstrate 
compliance, except in;

H the general data processing obligations, which in various instances entail certain 
documentationq

H
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the obligation to implement suitable technical and organisational measures to ensure 
a level of data security appropriate to the risksq

H the obligation to implement data processing technically and organisationally in such 
a manner that the data protection provisions are complied withq and

H the obligation to maintain records of processing activities.

Further, according to the revised Ordinance to the DPA (DPO), controllers and processors 
must issue (and regularly update) processing regulations for automated data processing if 
they process sensitive PI on a large scale or carry out high-risk pro•ling. The regulations must 
include information on the internal organisation, data processing and control procedures and 
measures to ensure data security.

Law stated - 1 April 2025

Data protection o<cer
Is the appointment of a data protection oFcer mandatory, ’hat are the 
data protection oFcer‘s legal responsibilities, Are there any criteria that 
a person must satisfy to act as a data protection oFcer,

The appointment of a data protection oVcer is not mandatory in Switzerland (except for 
federal bodies). 8owever, the DPA provides for the possibility of a voluntary appointment 
of a data protection oVcer (referred to as ‘data protection adviser’) by private controllers. 
By designating a data protection adviser who meets certain prereJuisites set out in the 
DPA, the consultation of such a data protection adviser may substitute the otherwise 
reJuired consultation of the Federal Data Protection and Information Commissioner (FDPIC) 
following a data protection impact assessment, as applicable. To bene•t from the foregoing, 
the controller must publish the data protection adviser–s contact details and notify the FDPIC 
thereof. A reporting portal for notifying contact details is publicly accessible on the FDPIC–s 
website.

The data protection adviser serves as the contact point for data sub:ects and the authorities 
responsible for data protection in Switzerland. Further tasks include, in particular, training 
and advising the controller in matters of data protection and providing support on applying 
the data protection regulations.

Further, the data protection adviser must;

H exercise its functions towards the controller in a professionally independent manner 
and may not be bound by any instructionsq

H not carry out any activities that are incompatible with its tasksq and

H have the reJuired expertise.

The DPO speci•es further obligations of the controller with respect to the appointment of a 
data protection adviser.

There is no particular protection against the dismissal of the data protection adviser. The 
data protection adviser can be an employee of the controller or an external person.

Law stated - 1 April 2025

Data Protection & Privacy 2026 Explore on Lexology

https://www.lexology.com/gtdt/workareas/data-protection-and-privacy?utm_source=GTDT&utm_medium=pdf&utm_campaign=Data+Protection+%26+Privacy+2026


RETURN TO CONTENTS

Record-keeping
Are owners or processors of PI re9uired to maintain any internal records 
relating to the PI they hold, 

The DPA provides for a general duty to maintain records of processing activities (which 
is generally modelled after the corresponding obligation under the GDPR containing all 
relevant information and at least such information explicitly set out in the DPA. Controllers 
and processors must maintain records of processing activities under their respective 
responsibility (and only federal bodies are reJuired to •le their records of processing activities 
with the FDPIC). Exemptions apply for companies with fewer than 250 employees in the 
case of low-risk data processing. The DPO speci•es that low-risk processing means neither 
the processing of sensitive PI on a large scale nor the carrying out of high-risk pro•ling. In 
comparison, the GDPR’s relief from maintaining data processing records only applies if data 
is only processed occasionally and no special categories of data or data relating to criminal 
convictions and offences are processed (at all).

Separately, according to the DPO, controllers and processors must keep processing logs and 
issue processing regulations if they process sensitive PI on a large scale or carry out high-risk 
pro•ling by automated means.

Law stated - 1 April 2025

Risk assessment
Are owners or processors of PI re9uired to carry out a risk assessment in 
relation to certain uses of PI,

Under the DPA, controllers must perform a data protection impact assessment (DPIA) 
whenever it appears that an envisaged data processing activity is likely to lead to a high risk 
to an individual’s personality or fundamental rights (eg, in the case of extensive processing 
of sensitive PI or systematic monitoring of public areas). In certain cases set out in the DPA, 
private controllers are exempt from the obligation to perform a DPIA (eg, if a private controller 
performs the relevant processing activity based on a statutory obligation).

The DPIA contains a description of the planned processing, an assessment of the risks to 
the personality or fundamental rights of the data sub:ect and the protective measures to be 
taken.

The controller must generally consult with the FDPIC before such processing if the DPIA 
indicates that the contemplated processing may be of a high-risk nature despite any 
measures taken (unless a data protection adviser meeting certain statutory reJuirements 
has already been consulted).

As per the DPO, DPIAs conducted must be retained for at least two years following 
termination of the respective data processing activity.

Law stated - 1 April 2025
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Design of PI processing systems
Are there any obligations in relation to how PI processing systems must 
be designed,

The DPA sets forth the concepts of privacy by design and by default, namely;

H setting up technical and organisational measures to meet data protection regulations 
and data processing principles from the planning of the processing, which shall 
be appropriate concerning the state of the art, type and extent of processing and 
associated risksq and

H ensuring through appropriate prede•ned settings that data processing is limited to 
the minimum reJuired by the purpose unless the data sub:ect instructs otherwise.

Law stated - 1 April 2025

REGISTRATION AND NOTIFICATION

Registration
Are PI owners or processors of PI re9uired to register with the supervisory 
authority, Are there any exemptions,  ’hat are the formalities for 
registration and penalties for failure to do so,

Under the Federal Data Protection Act (DPA), there is no obligation for private parties to notify 
or register their data processing activities with the Federal Data Protection and Information 
Commissioner (FDPIC). Only federal bodies are reJuired to •le their records of processing 
activities with the FDPIC, a failure of which, however, entails no penalty.

Law stated - 1 April 2025

Other transparency duties
Are there any other public transparency duties,

Other than the publication of the appointment of a data protection adviser, as applicable, 
there are no public transparency duties under Swiss data protection law for private parties. 
Only federal bodies are reJuired to •le their records of processing activities with the FDPIC, 
which are publicly available and can be accessed by anyone free of charge on the FDPIC–s 
website.

Law stated - 1 April 2025

SHARING AND CROSS-BORDER TRANSFERS OF PI

Sharing of PI with processors and service providers
How does the law regulate the sharing of PI with entities that provide 
outsourced processing services,
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Under the Federal Data Protection Act (DPA), the processing of PI may be transferred to a 
third party if the transferor ensures that the third party will only process data in a way that the 
transferor is itself entitled to and if no statutory or contractual secrecy obligations prohibit 
the processing by third parties. The transferor must ensure that the third party will comply 
with the applicable data security standards.

Although this is not a statutory reJuirement, data processing should be outsourced to third 
parties by written agreement only. Such an agreement will typically reJuire the third party to 
process the PI solely for the purposes and only under the instructions of the transferor.

In the case of disclosure of PI to third parties, data sub:ects must be informed about the 
identity or categories of recipients. Further, a processor may not engage a sub-processor 
without the prior authorisation of the controller. As per the revised Ordinance to the DPA 
(DPO), such prior authorisation of sub-processing may be speci•c or general. In the case of a 
general authorisation, the processor must inform the controller of contemplated changes in 
its sub-processors and the controller may ob:ect thereto. 8owever, in contrast to the GDPR, 
the DPA does not prescribe any (minimum) content for a data processing agreement.

Special rules may apply in regulated markets. Circular 2019403 issued by the Swiss 
Financial Market Supervisory Authority FINMA (Outsourcing Circular) applies to banks 
(including holders of a •ntech licence), insurers, reinsurers, securities •rms, managers of 
collective assets with a registered oVce in Switzerland and Swiss branches of foreign banks, 
insurers, securities •rms and managers of collective assets, as well as fund management 
companies (with a registered oVce and a head oVce in Switzerland) and self-managed 
investment companies with variable capital. Before outsourcing a signi•cant business area, 
these institutions must comply with detailed reJuirements (to be applied considering the 
institutions’ size, complexity, structure and risk pro•le).

Partially consolidated rules on outsourcing also apply to •nancial institutions governed by 
the Federal Act on Financial Institutions, including those not sub:ect to the Outsourcing 
Circular (ie, asset managers and trustees) and •nancial services providers governed by the 
Federal Financial Services Act (ie, client advisers and producers and providers of •nancial 
instruments), as well as •nancial market infrastructures governed by the Federal Act on 
Financial Market Infrastructures and Market Conduct in Securities and Derivatives Trading 
(ie, stock exchanges, multilateral trading facilities, central counterparties, central securities 
depositories, trade repositories and payment systems).

Law stated - 1 April 2025

Restrictions on third-party disclosure
Are there any speciRc restrictions on the sharing of PI with recipients that 
are not processors or service providers,

Disclosure of PI to third parties must follow the general data processing principles. 
Non-compliance with such principles must be :usti•ed. Disclosure of sensitive PI to 
recipients that are not processors always reJuires :usti•cation (even if it is conducted in 
compliance with the general principles). Further, data sub:ects must be informed about the 
identity or categories of recipients in the case of disclosure to third parties.
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The communication of PI between companies belonging to the same corporate group is 
deemed to be a disclosure of PI to third parties, unless explicitly indicated otherwise for 
speci•c provisions in each individual case.

No speci•c restrictions apply on the selling of PI or sharing of PI for online targeted 
advertising purposes, sub:ect to the general rules on unsolicited mass advertising.

Law stated - 1 April 2025

Cross-border transfer
Is the transfer of PI outside the )urisdiction restricted,

PI may only be transferred outside Switzerland if the Federal Council has determined that 
the legislation of the :urisdiction concerned guarantees an adeJuate level of protection. 
The Federal Council–s list of :urisdictions that provide adeJuate data protection is set out 
in Appendix 1 to the DPO. The European Economic Area countries and Andorra, Argentina, 
Canada, the Faroe Islands, Gibraltar, Guernsey, the Isle of Man, Israel, /ersey, Monaco, New 
Oealand, the United Pingdom and Uruguay are generally considered to provide an adeJuate 
level of data protection concerning PI, while the laws of all other :urisdictions do not provide 
adeJuate data protection. On 1W August 202W, the Swiss Federal Council announced a newly 
established Swiss-US data privacy framework (which largely corresponds to the EU-US data 
privacy framework), under which PI may be transferred from Switzerland to certi•ed US 
companies without reJuiring additional safeguards, effective as of 15 September 202W. A 
list of all companies that are certi•ed under the Swiss-US data privacy framework can be 
found online.

In the absence of the above determination by the Federal Council, PI may only be transferred 
outside Switzerland if an adeJuate level of data protection is guaranteed by;

H an international treatyq

H data protection clauses in a contract between the controller or the processor and 
the contractual counterparty, which were noti•ed to the Federal Data Protection and 
Information Commissioner (FDPIC) in advanceq

H speci•c guarantees prepared by a competent federal body, which were noti•ed to the 
FDPIC in advanceq

H standard contractual clauses previously approved, issued or recognised by the FDPICq 
or

H binding corporate rules (BCRs) that were previously approved by either the FDPIC or 
a foreign competent data protection authority of a :urisdiction that guarantees an 
adeJuate level of protection.

In derogation of the above, PI may also be disclosed abroad in the following cases;

H the data sub:ect has explicitly consented to disclosureq

H the processing directly relates to the conclusion or performance of a contract 
between the controller and the data sub:ect, or between the controller and a third 
party in the interest of the data sub:ectq

H
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disclosure  is  reJuired  to  safeguard  an  overriding  public  interest  or  for  the 
establishment, exercise or enforcement of legal claims before a court or other 
competent foreign authorityq

H disclosure is necessary to protect the life or the physical integrity of the data sub:ect 
or a third party and it is not possible to obtain the consent of the data sub:ect within 
an appropriate period of timeq

H the data sub:ect has made the PI generally accessible and has not expressly 
prohibited its processingq or

H the data originate from a statutory register, which is accessible to the public or to 
persons with a legitimate interest, provided that the statutory reJuirements for access 
are met in the individual case.

The FDPIC has approved the European Commission’s standard contractual clauses (adopted 
by the Commission Implementing Decision 2021471W (EU SCC)), provided that the necessary 
adaptations and amendments reJuired under Swiss data protection law are made. Pursuant 
to the DPO, if PI is transferred based on such approved standard contractual clauses (SCC), 
the transferor must implement appropriate measures to ensure that the recipient complies 
with such SCC.

If PI is transferred based on safeguards that have been pre-approved by the FDPIC (eg, 
approved SCC or BCRs), the FDPIC does not need to be noti•ed about the fact that such 
safeguards form the basis of the data transfers.

Law stated - 1 April 2025

Further transfer
If transfers outside the )urisdiction are sub)ect to restriction or 
authorisationq do these apply e9ually to transfers to service providers and 
onwards transfers,

Onwards transfers of PI are only permissible under the same conditions as the initial 
transfer abroad. Otherwise, the controller or processor in Switzerland may be breaching DPA 
provisions. Further, under the DPA, a processor may not engage a sub-processor without 
the prior authorisation of the controller (while such prior authorisation may be speci•c or 
general, as speci•ed in the DPO). Accordingly, when transferring PI abroad under a data 
transfer agreement, these points should be addressed explicitly (as, for example, the EU SCC 
does).

Law stated - 1 April 2025

Localisation
Does the law re9uire PI or a copy of PI to be retained in your )urisdictionq 
notwithstanding that it is transferred or accessed from outside the 
)urisdiction,
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No statutory localisation reJuirements arise from the DPA. 8owever, special rules as regards 
localisation may apply in regulated markets. In particular, the Outsourcing Circular provides 
that the data necessary for restructuring or resolving the •nancial institutions sub:ect to the 
Outsourcing Circular must at all times be accessible in Switzerland (ie, actually be stored 
or mirrored in Switzerland). Thus, exclusive hosting abroad, even if access at all times is 
ensured, would not meet this reJuirement.

Law stated - 1 April 2025

RIGHTS OF INDIVIDUALS

Access
Do individuals have the right to access their personal information held 
by PI owners, Describe how this right can be exercised as well as any 
limitations to this rightj

Any data sub:ect may reJuest information from the controller as to whether PI concerning 
them is being processed (right of access), which cannot be waived in advance. If this is the 
case, the data sub:ect shall receive the information reJuired to assert their rights and to 
ensure transparent data processing. The data sub:ect has the right to be informed about, at 
least the following;

H the identity and contact details of the controllerq

H the PI being processedq

H the purpose of the processingq

H the retention period or, if not possible, the criteria used to determine such periodq

H the information available on the source of the PI, if the controller has not obtained the 
PI directly from the data sub:ectq

H the existence of automated individual decisions and the logic on which such decisions 
are based, if anyq

H the recipients or categories of recipients of the PI, if anyq and

H the :urisdiction where the data is transferred to and safeguards implemented or 
exemptions relied on, as applicable, in the case of cross-border disclosure, if any.

The controller must generally comply with reJuests by a data sub:ect and provide the 
reJuested information in writing within 30 days of receipt of the reJuest. If it is not possible 
to provide the information within such time, the controller must inform the data sub:ect of 
the time during which the information will be provided.

Moreover, a reJuest may be refused, restricted or delayed if;

H a formal law so provides (eg, statutory secrecy obligations)q

H it is reJuired to protect the overriding interests of third partiesq

H the reJuest is evidently unfounded, in particular, if the data sub:ect pursues a purpose 
unrelated to data protection interests or the reJuest is evidently of a frivolous natureq 
or
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H it is reJuired to protect an overriding private interest of the controller, provided that the 
PI is not shared with third parties, whereby disclosures between group companies are 
exempted.

An access reJuest must usually be processed free of charge. As an exception, the controller 
may ask for an appropriate share of the costs incurred if the provision of information entails 
disproportionate effort. The share of the costs may not exceed 300 Swiss francs. The data 
sub:ect must be noti•ed of the share of the costs before the information is provided. If 
the data sub:ect does not con•rm the reJuest within 10 days, the reJuest shall be deemed 
withdrawn without incurring any costs.

Law stated - 1 April 2025

Other rights
Do individuals have other substantive rights,

The Federal Data Protection Act (DPA) further provides for the following rights for data 
sub:ects;

H the right of recti•cationq

H the right of erasureq

H the right to ob:ect to the processing or disclosure of PIq and

H the right of data portability (ie, a right to receive their own PI in a commonly used 
electronic format, where the processing is carried out by automated means and based 
on consent or occurs in direct connection with the conclusion or performance of a 
contractq and a right to reJuest transfer of such PI to another controller if it does not 
involve a disproportionate effort).

Further, if it is impossible to demonstrate whether PI is accurate or inaccurate, the data 
sub:ect may also reJuest the entry of a suitable remark to be added to the particular piece 
of information or data.

Law stated - 1 April 2025

Compensation
Are individuals entitled to monetary damages or compensation if they are 
affected by breaches of the law, Is actual damage re9uired or is in)ury to 
feelings suFcient,

Ziolations of the DPA may be asserted by the data sub:ect in a civil action against the 
violator. The data sub:ect may •le claims for damages and reparation for moral damages 
or the surrender of pro•ts based on the violation of their privacy and may reJuest that 
the recti•cation or destruction of the PI or the :udgment be noti•ed to third parties or be 
published.

Law stated - 1 April 2025

Data Protection & Privacy 2026 Explore on Lexology

https://www.lexology.com/gtdt/workareas/data-protection-and-privacy?utm_source=GTDT&utm_medium=pdf&utm_campaign=Data+Protection+%26+Privacy+2026


RETURN TO CONTENTS

Enforcement
Are these rights exercisable through the )udicial system or enforced by the 
supervisory authority or both,

In the case of a breach, a data sub:ect generally needs to exercise these rights by itself 
through civil action. 8owever, the Federal Data Protection and Information Commissioner 
(FDPIC) may, for example, upon reJuest by a data sub:ect, initiate an investigation and, based 
thereon, render certain binding administrative measures aimed at processing operations 
and restoring compliance with the data protection provisions (eg, ad:ustment, suspension 
or termination of processing, destruction or deletion of PI, and granting of access to PI as 
reJuested by the data sub:ect). The FDPIC may not, however, award any monetary damages 
or compensation or impose any •nes or other sanctions.

Law stated - 1 April 2025

EXEMPTIONS, DEROGATIONS AND RESTRICTIONS

Further exemptions and restrictions
Does the law include any derogationsq exclusions or limitations other than 
those already described,

The most important derogations, exclusions and limitations were mentioned earlier. As 
previously stated, depending on the sub:ect matter, there may be additional regulations 
applicable that can have a signi•cant impact on the general data protection rules, adding 
to them, modifying them or even exempting them from the application.

Law stated - 1 April 2025

SPECIFIC DATA PROCESSING 

Cookies and similar technology
Are there any rules on the use of :cookies‘ or e9uivalent technology,

The use of cookies is generally permissible, provided that the operator of the website (or 
another online service) that installs the cookie on the user’s computer (or another device) 
informs the user about;

H the use of cookiesq

H the purpose of the useq and

H the user’s right to refuse cookies.

On 22 /anuary 2025, the Federal Data Protection and Information Commissioner (FDPIC) 
published its  non-binding Guidelines for  data processing using cookies and similar 
technologies. The guidelines outline the data protection reJuirements for cookies and 
similar technologies in the private sector, including aspects of proportionality, transparency, 
and consent. Kebsite operators must adeJuately inform users about cookies and similar 
technologies and provide them with the option to withdraw their consent to non-essential 
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cookies at any time. The guidelines emphasize that the use of cookies that contrasts with 
the main functions of the website must be clearly highlighted, and users must be informed 
about their right to ob:ect. The guidelines apply in a technology-neutral manner to cookies 
and other tracking technologies (eg, •ngerprinting, pixels). Although not explicitly mentioned, 
they are likely to apply to apps as well.

The FDPIC essentially reJuires the following;

H Information; Information must be provided on all personal cookies. If sensitive PI is 
processed, stricter reJuirements apply. This information can typically be included in 
a privacy policy accessible via a footer link.

H
Right to ob:ect; Users must have the right to ob:ect to all non-essential cookies where 
consent is not reJuired. This right must be technically exercisable at any time Q for 
example, via a cookie banner or a consent management platform.

H
Consent for unexpected cookies; For non-essential cookies considered –unexpected–, 
explicit  user  consent  is  reJuired  (opt-in).  This  can be  obtained through user 
interaction, such as con•rming a pre-ticked checkbox. Users must also have the 
ongoing option to withdraw their consent at any time.

H
Explicit consent for sensitive PI or high-risk pro•ling; Any cookies that process 
sensitive PI or involve high-risk pro•ling (including all pro•ling by federal bodies) 
reJuire explicit user consent. This must involve an active opt-in (no pre-ticked 
checkboxes) and a persistent opt-out option.

Although the FDPIC’s guidelines are not as stringent as the reJuirements set forth under 
EU regulations, they suggest that Switzerland is, at least in part, moving toward alignment 
with EU reJuirements on cookies. In practical terms, it is expected that, based on the 
guidelines, cookie consent banners will be more widely used across Swiss websites. The 
guidelines issued by the FDPIC are, however, not legally binding and have also been criticised 
by scholars. Nonetheless, if PI is collected through cookies and the controller fails to 
comply with the information obligations towards data sub:ects, sanctions may apply and 
the competent criminal authorities may rely on the interpretation set out by the FDPIC in the 
(non-binding) guidelines. Also, a breach of a formal order issued by the FDPIC may be sub:ect 
to sanctions under applicable law.

Law stated - 1 April 2025

Electronic communications marketing
Are there any rules on marketing by emailq faxq telephone or other 
electronic channels,

Switzerland  adopted  a  full  consent  opt-in  regime  concerning  unsolicited  mass 
advertisement through telecommunications (eg, email, text, multimedia messaging service, 
fax or automated telephone calls). Under this law, the sender of an unsolicited electronic 
mass advertisement must seek the concerned recipient’s prior consent to receive such mass 
advertisement and indicate in the advertisement the sender’s correct contact information 
and a cost- and problem-free method to refuse further advertising. If a supplier collects PI 
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relating to his or her customer in connection with a sales transaction, the supplier may use 
such data for mass advertisement for similar products or services if the customer has been 
given the option to refuse such advertisement (opt-out) at the time of sale. The law does 
not specify for how long the supplier may use such customer data obtained through a sales 
transaction for mass advertisement. A period of about one year from the time of sale seems 
adeJuate.

Law stated - 1 April 2025

Targeted advertising
Are there any rules on targeted online advertising,

There are no speci•c rules on targeted online advertising other than the general rules on 
unsolicited mass advertisement. 8owever, under the the Federal Data Protection Act (DPA), 
such analysis and subseJuent advertising may, under certain circumstances, amount to 
high-risk pro•ling, reJuiring explicit consent of the data sub:ects concerned (if consent 
serves as :usti•cation to process PI), keeping logs of and drawing up regulations for such 
processing (if conducted by automated means), or performance of a data protection impact 
assessment.

Law stated - 1 April 2025

Sensitive personal information
Are there any rules on the processing of :sensitive‘ categories of personal 
information, 

There are no speci•c rules on the use of sensitive PI for marketing purposes other than the 
general rules applicable to the processing of sensitive PI.

Law stated - 1 April 2025

ProKling
Are there any rules regarding individual proRling,

Under the DPA, high-risk pro•ling (ie, any form of automated PI processing to use such 
data to assess certain personal aspects relating to an individual that poses a high risk 
to the personality or fundamental rights of the individual, as it pairs data that enables an 
assessment of essential aspects of the personality of such individual) by private parties 
reJuires explicit consent by the data sub:ects concerned (if consent serves as :usti•cation 
to process PI).

In addition, pursuant to the revised Ordinance to the DPA (DPO), private controllers and 
processors must keep logs and draw up regulations when carrying out high-risk pro•ling by 
automated means.

Law stated - 1 April 2025
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Cloud services
Are there any rules or regulator guidance on the use of cloud computing 
services,

There are no rules speci•cally applicable to cloud services. In general, controllers and 
processors must ensure, through suitable technical and organisational measures, a level of 
data security appropriate to the risks, regardless of where the PI is stored. Anyone processing 
PI must ensure its protection against unauthorised access as well as its availability, integrity 
and traceability.

Further, the use of cloud services constitutes an outsourced processing service if the PI is 
not encrypted during its storage in the cloud and, in the case that the servers of the cloud 
are located outside Switzerland and the PI is not encrypted during its transfer and storage, 
an international transfer of PI. Additionally, the Federal Data Protection and Information 
Commissioner has published a non-binding guide on its website outlining the general risks 
and data protection reJuirements of using cloud services.

Law stated - 1 April 2025

UPDATE AND TRENDS

=ey developments of the past year
Are there any emerging trends or hot topics in international data 
protection in your )urisdiction, 

On 12 February 2025, the Swiss Federal Council published its approach for regulating 
arti•cial intelligence (AI) in Switzerland. Rather than adopting a general cross-sector AI 
law, it will maintain Switzerland–s sector-speci•c regulatory framework. Additionally, the 
Federal Council has decided to ratify the Council of Europe–s AI Convention and propose 
to Parliament the necessary amendments to Swiss law. In accordance with this approach, 
overarching regulations governing AI will be restricted to areas concerning fundamental 
rights, such as data protection. A corresponding draft law is expected in 2026.

Law stated - 1 April 2025
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